
Optimize Your CylancePROTECT®  
Investment with  
ThreatZERO™ Services
Accelerate time to prevention from  

cyber threats and improve ROI 

When enterprises initially deploy CylancePROTECT, active 
threats or evidence of previously unknown compromises 
are commonly found in the environment. Legacy antivirus 
solutions have left the enterprise vulnerable to numerous 
malware attacks that would require an overwhelming amount 
of resources to remediate and move into auto-quarantine. 
As a result, enterprises have to contend with overly complex 
security solutions that are not preventing attacks as expected 
and risk the loss of company assets.

This is where Optiv can help through delivery of Cylance 
ThreatZERO Services. Optiv experts are trained and certified 
by Cylance to help organizations overcome challenges like 
partial installations, improper configurations, internal 
resource constraints, lack of training, and the inability 
to optimize security. ThreatZERO Services expedite the 
implementation of CylancePROTECT, mitigate any risks that 
are identified, and facilitate immediate ROI, bringing clients to 
a state of prevention.
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How Do We Do It?
ThreatZERO Services are delivered through a series of phases in consultation with the client during weekly meetings.  
Meetings are led by an Engagement Manager and Optiv ThreatZERO expert and include the following: 

In collaboration with

Agent is 
installed into the 
environment in 
default mode 
(alert only, no 
auto-quarantine).

 All systems report 
back information to 
the console, then 
customized tools and 
processes are used to 
identify what files need 
to be safe-listed or 
quarantined. 

Once all potential 
threats have been 
reviewed and 
convicted, the 
systems will be 
moved into auto-
quarantine.

Once full Memory 
Alert and Script 
Control Alerts have 
been reviewed, 
the next prepared 
policy is a block or 
terminate mode. 

Once all systems are at 
the most secure policy, 
a comprehensive 
ThreatZERO Report 
will be run and a 
closeout meeting will 
be scheduled.
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Optiv is a market-leading provider of end-to-end 
cyber security solutions. We help clients plan, build 
and run successful cyber security programs that 
achieve business objectives through our depth 
and breadth of cyber security offerings, extensive 
capabilities and proven expertise in cyber security 
strategy, managed security services, incident 
response, risk and compliance, security consulting, 
training and support, integration and architecture 
services, and security technology. Optiv maintains 
premium partnerships with more than 350 of the 
leading security technology manufacturers. For 
more information, visit www.optiv.com or follow 
us at www.twitter.com/optiv, www.facebook.com/
optivinc and www.linkedin.com/company/optiv-inc.
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Benefits of Optiv+Cylance  
ThreatZERO Services 
Eliminate Organizational Drag
ThreatZERO experts facilitate complete installation and configuration of 
CylancePROTECT so your team can focus on business priorities and reduce 
bottlenecks from system downtime. 

Enhance Protection 
Throughout our engagement, we identify and remediate all potentially 
unwanted programs (PUPs) and malware, resulting in proper classification of 
alerts to prevent alert fatigue.

Augment Skillsets 
We provide antivirus, malware and solution expertise training to your team 
to maintain prevention status and respond to threats using best practices. 
Moreover, Optiv brings additional value with our depth of expertise and 
knowledge in the endpoint security space.

Maximize Return on Investment
By optimizing and operationalizing CylancePROTECT through ThreatZERO 
services, you increase efficiency in your environment and get faster time to 
maximized ROI while accelerating the attainment of prevention status. 

The Optiv Advantage

Optiv can help businesses in every 
industry connect information security 
policies, procedures and practices with 
business goals. Our security leadership 
experts, backed by our team of 
consultants, can provide the experience 
you need to take your program to the 
next level.

Expert Minds 
Optiv’s security professionals are 
dedicated to helping you achieve 
results and realize value. Our team of 
1,000+ highly skilled client managers 
and security practitioners work hard 
to deliver superior results and cutting-
edge research to solve your complex, 
real-world security problems.

Leading Best Practices 
Our knowledge of leading best 
practices helps Optiv formulate 
security recommendations tailored to 
meet your specific business objectives.

Client-First Culture 
Optiv’s passion for security and our 
commitment to quality results means 
we focus on the right solutions to meet 
your specific needs.

Proven Methodologies 
Optiv has developed proven 
methodologies to help ensure superior 
outcomes for your projects and 
programs.
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