ENTERPRISE ATTITUDES
TO CYBERSECURITY:
Tackling the modern threat landscape in the United Kingdom
REPORT

Introduction
METHODOLOGY

Optiv launched an independent
research series to discover how IT
decision makers in the UK approach
cybersecurity. Online interviews were
held with 100 IT decision makers at
enterprise businesses (1000+ employees),
to understand their current strategies,
challenges and aspirations with regard
to cybersecurity. Respondents were
drawn from a range of sectors, with job
roles including IT Director, CIO,
and CISO.

We live in an uncertain world. IT decision makers are
facing major challenges between dynamic adversaries,
significant legislation and regulation requirements,
business digital transformation needs and a rapidlygrowing array of technology solutions. People, processes
and technologies are continually challenged. And for IT
decision makers, this creates a conundrum.
Solutions have to be future ready and able to integrate
with existing tech. Strategy must also be comprehensive,
but not so rigid it damages employee productivity or gets
in the way of achieving business goals. Combined with
the need to demonstrate the value of their strategies to
the board, IT decision makers are facing major challenges.
At Optiv, we wanted to understand how organisations
and cyber leaders are responding to these pressures,
and how cybersecurity is transforming to reflect
the challenges facing it. That’s why we launched a
groundbreaking research series in January 2019, which set
out to discover how enterprises are approaching this task.
Are their current strategies optimised, or is significant
change required to ensure businesses are helped, not
hindered, by their security solutions? This new report
seeks to answer these questions, taking an in-depth look
at modern cybersecurity practices, and the evolving
requirement to balance risk and business acceleration.
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FIVE KEY FINDINGS

1.	A majority (63%) of cybersecurity programmes take an
‘outside-in’, reactive approach, due to constant changes
in regulation and external factors.
2.	Nearly half (44%) of security leaders pursue a risk-averse
‘Protect First’ strategy, prioritising security even if that
approach impedes digital business ambitions.
3.	Disparity exists between IT and the board: the
main priority for security leaders is resiliency (57%),
whereas the top perceived board priority (55%) is
cost effectiveness.
4.	A majority (58%) of IT leaders find it hard to get buyin for their cybersecurity programmes, due to a lack
of board understanding about the true risks and
complexities of the threat landscape. But only 33%
report back on the success of their programmes with
either a live dashboard or regular reports showing
key metrics.
5.	In their ideal cybersecurity programmes, security
leaders desire more focus on simplicity (up from
23% to 32% of primary focus), even at the expense of
effectiveness (down from 60% to 53%).

Interpreting the research:
the cybersecurity attitude divide
From the research, two distinct areas of thought emerge
across verticals: ‘Protect First’ and ‘Business First’.
Protect First represent the nearly half of businesses (44%)
who claim to put cybersecurity above all else, even if it
slows down user productivity. They’re fixated on threat,
perhaps at the expense of business transformation and
wider business goals. Business First enterprises take a
more nuanced, proactive and goal-oriented stance. They
either view cybersecurity as important, but ensure it
doesn’t get in the way, or vary their approach depending
on the system at hand.
However, this isn’t to imply that Protect First are
choosing to be so rigid. Instead, Protect First are more
constrained by factors like budget and company-wide
understanding. When asked which factor is the biggest
roadblock to delivering their preferred security strategy, a
quarter say budget, in comparison to just 15% of Business
First. Meanwhile, one in five Protect First decision
makers choose ‘a lack of understanding within the
business’ as their most significant issue, while only 12%
of Business First feel the same. This implies Protect First
are less able to focus on aligning security to the needs
of the organisation, because they’re busy tackling basic
cybersecurity issues.

Enterprises with a more Business First approach are less
restrained at a functional level, meaning they can pursue
more proactive cybersecurity strategies, aligned with
achieving their business goals. The distinction between
the two groups can be used to highlight the best path
forward, as well as illustrating how IT decision makers can
achieve a balance between staying secure and meeting
business objectives.
ORGANISATIONS’ APPROACH TO CYBERSECURITY

7%

44%
47%

We put cybersecurity above all else, even if it slows some users’
productivity down (Protect First)
We view cybersecurity as important, but make sure it doesn’t get
in the way of users doing their jobs
Approach varies depending on type of system and how sensitive it is –
some systems and equipment are harder to access than others
We prioritise productivity and flexibility over cybersecurity
Don’t know
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What’s driving cybersecurity strategy?
Ideally, an individual business’ requirements would be the
key motivator of its approach to digital security strategy.
But for the vast majority of respondents, the need to react
to threats is the main driver of action. 63% agree that
‘their security is continuously reactive due to constantly
changing legislation, objectives, and external factors’.

‘their security
is continuously
reactive due
to constantly
changing
legislation,
objectives,
and external
factors.’

The biggest concern is ‘security breaches covered in the
media’, with 60% saying this has the most significant
impact on their approach and priorities. Changes in
legislation and regulation have the second biggest impact

(56%), although split by type, Protect First (61%) are notably
more affected than Business First (52%), suggesting Business
First IT leaders are better prepared and less reactive.
External factors take precedence over gaps identified by
internal assessment (51%). Ultimately, too many businesses
are taking an outside-in approach to cybersecurity, making it
hard to truly align solutions with business goals and future
risk management.

IMPACT ON CYBERSECURITY OVER THE PAST YEAR
60%

Security breaches covered in the media
Changes in legislation and regulation
e.g. GDPR

56%
51%

Gaps identified by internal assessment
Greater awareness amongst the
IT community

45%
39%

Increased focus from the board

37%

Pressure from clients or partners
None of these
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emerging threats and technologies are driving strategy.
Unfortunately, this is a long-established pattern. Since
the emergence of the internet, every new technical
innovation has trailed fresh risk in its wake, leaving
businesses searching for the right patch, tool, or system
to block that threat. This approach leads to bloated
infrastructure and inhibits IT decision makers from
stepping back, simplifying, integrating tools, and
creating a truly future-thinking strategy.

Changing technology is also having a big influence
on cybersecurity strategy. The proliferation of mobile
applications has a major or significant impact on 79% of
businesses – even more so than the need to understand
gaps in their current security programmes. Cloud-based
technologies follow closely behind, with 77% citing the
migration to the cloud as having a major or significant
impact. Meanwhile, 39% of Protect First think the
proliferation of mobile applications is defining their
cybersecurity strategy, with almost as many (36%)
Business First feeling the same.

However, identifying this problem and actually fixing
it are two separate things. And, as the next section
of this report will explore, there are a number of
roadblocks standing in the way of more streamlined,
sophisticated cybersecurity.

Keeping pace with new technology is an unavoidable
part of life in the digital age. But again, this means
cybersecurity strategy is being heavily shaped by
reactivity, not proactivity. Instead of business aspirations,

EXTENT TO WHICH THE FOLLOWING ARE DEFINING BUSINESS’ CYBERSECURITY STRATEGY
37%

Proliferation of mobile applications
Understanding the gaps in our security
programmes and how to address them

31%

The need to rationalise the many
security tools we have

48%

24%

How to effectively integrate the tools
we have

38%
55%

22%

Integrating the knowledge from the
assorted tools into one single view of
our security programme status

52%

21%

48%

15%
Major impact

58%
Significant impact
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Some impact

18%

No impact

3%

25%
22%
36%

23%

Keeping existing security tools current
and configured correctly in context of
the ongoing business changes
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44%

29%

Migration to cloud-based technologies

Proliferation of new technologies

42%

1%
2%

22%
25%

1%

30%

1%

27%

The roadblocks to cybersecurity excellence
A number of issues are preventing enterprises from
becoming more proactive, optimising their security
solutions, and aligning their strategies to the wider
needs of the organisation. These are:

ROADBLOCKS TO DELIVERING PREFERRED SECURITY STRATEGY WITHIN BUSINESS
20%

Lack of budget
Prioritising business speed over
security requirements

16%

Lack of skilled resources

15%

Lack of understanding within the
business

15%

Too many security tools creating
complexity

17%
16%
22%

7%

24%

5%

19%
8%

Primary roadblock
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19%

9%

Non-integration of security tools

None of the above

8%

10%

Lack of security tools

Poor optimisation of security tools

18%

Secondary roadblock
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BUDGET

AUTHORITY TO ACT

WIDER BUSINESS BUY-IN

THE IT/BOARD DIVIDE

On average, businesses allocate 11% of their IT budget
to cybersecurity. Over a third (38%) identify budget as a
primary or secondary roadblock, with 25% of Protect
First organisations pinpointing this as the most
significant issue they face. But lack of budget is less of
a problem for the Business First organisations –
suggesting that the most successful cybersecurity
strategies belong to those whose IT decision makers
are able to spend adequately and utilise their budget
effectively. Most significantly, 25% of cybersecurity
expenditure sits outside the IT department, hinting at
the need for greater internal alignment and integration.

Nearly three in five (58%) feel securing buy-in is a
challenge, primarily because of a lack of understanding
from the board. Almost a third (32%) view this lack of
understanding as a primary roadblock to delivering
their preferred strategy, and just 23% feel like the rest
of the business understands their security strategy
‘extremely well’. But only 33% actually report back to
the business on the success of their programme with
either a ‘live dashboard’ or ‘regular reports’ showing
key metrics. To secure buy-in and demonstrate the
value of security solutions, IT decision makers need to
strengthen their reporting.
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Although responsibility for cybersecurity programmes tends
to sit with IT decision makers, it’s rare these individuals
have total autonomy over budgets and strategies. In 56% of
businesses, IT formulates a security programme strategy,
but requires board sign off to begin. And in nearly a quarter
(24%) of cases, the board dictates the strategy down to the
organisation – while 21% of the time, the CEO is actually
the head of the cybersecurity function. This means that
fewer than one in five (17%) IT decision makers have total
autonomy over cybersecurity. To deliver truly effective
cyber strategy, different business functions need to work in
tandem, so enterprises need to address these divides.

There’s a disparity between the priorities of IT decision
makers and what they perceive the priorities of the board
to be. For decision makers, ‘resilience under attack’ is
the top concern (57%). But 55% think the board is more
concerned with cost effectiveness, and only 34% think the
board prioritises resilience. The upshot of this conflict is
that neither is adequately addressed. Only 29% think their
approach to cybersecurity is definitely resilient under
attack, while just 21% think their current set-up is ‘definitely
cost effective’ – once again highlighting the fundamental
importance of alignment across the organisation.

MISUSE OF TOOLS

of IT decision
makers think
their approach to
cybersecurity is
definitely resilient
under attack.

LACK OF SKILLED HUMAN RESOURCE

Nearly one third identify ‘lack of security tools’ and
‘non-integration of security tools’ as major roadblocks,
while 26% think having too many security tools (most
likely a result of an endlessly reactive security approach)
is an obstacle to delivering their preferred strategy.
Disparate legacy technology is a significant barrier to
creating flexible, future-facing security processes. And
with the increasing proliferation of mobile and cloud,
this issue may well become exacerbated further, meaning
enterprises will need to seek out ways of rationalising
their toolsets to deliver effective strategy.

Finally, over a third (34%) of IT decision makers are struggling
with a lack of skilled resource. Interestingly, when asked what
their most significant issue is, this is more of a concern for
Business First – 17% cite it as one of their biggest roadblocks,
in comparison to just 13% of Protect First organisations.
But this isn’t necessarily because Protect First are excelling
in finding and training the right staff. Rather, Protect First
companies are stuck operating at a functional level, busy
worrying about issues like budget, business speed, and a
lack of understanding. Business First enterprises have these
issues in hand, so they’re more concerned with higher level
problems, like ensuring staff have the skills and agility to
deploy and manage their cybersecurity strategy.

TO WHAT EXTENT WOULD YOU SAY YOUR APPROACH TO CYBERSECURITY
40%

Is compliant with current regulations
Reflects the patterns of risk we see in
our particular organisation

37%

Gives confidence to customers
and suppliers

44%

34%

42%

30%

Is structurally aligned to the business
Is resilient under attack

29%

Allows employees to work productively

29%

54%
51%
41%

21%

Is cost effective
Definitely

Largely
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50%
Partially

Not at all

13%
19%
24%

52%

26%

Is easy to manage
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47%

17%
15%

1%
2%

20%
28%
27%

4%
1%

How can enterprises tackle roadblocks
and build better security strategies?
An increased emphasis on business alignment is one
way of addressing these challenges. In terms of staff,
for security strategies to work effectively, stakeholders
must share priorities and be striving for the same goals.
Organisations also need to invest time in securing
agreement and understanding across the business –
which in turn means enterprises need solutions that
can provide holistic reporting capabilities. Or, it could
be a case of rationalising tools to align them to current
requirements, instead of trying to keep and maintain
every security patch and platform from years gone by.

However, the ability to do this rests on a fundamental
change in how security is viewed. While the outside-in
cybersecurity approach of old prevails, businesses will be
locked in a cycle of dysfunction. Fortunately, many are
already aware of what they need to do to pursue a more
effective cyber strategy – as we discovered when we asked
businesses what their ‘three magic wishes’ would be.

“Gaining a ‘much better understanding of the
complexities of the problem we are trying to
solve at board/executive level’ is the number
one wish for IT decision makers.”
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‘Better understanding of the complexities of the problem
we are trying to solve at board/executive level’ is the
number one wish. ‘Integrated solutions addressing
end-to-end security issues’ comes second, with ‘access to
unlimited cyber talent’ in third place. Revealingly, these
three wishes are even more desirable than the prospect of
a 25% cost saving on current operations.

The message is plain. It’s not that businesses aren’t willing
to invest in cybersecurity – it’s simply that they need
more understanding, more integration, and more freedom
to focus on bigger issues. This highlights once again
how crucial alignment is, as well as gesturing towards
enterprises’ increasing desire for simplicity.

TOP THREE WISHES FOR SECURITY PROGRAMME
Much better understanding of the complexities
of the problem we are trying to solve at board/
executive level

40%

Integrated solutions addressing end-to-end
security issues, versus siloed technologies we have
to integrate

37%
36%

Access to unlimited cyber talent/capability

A 25% cost saving on current operations

32%

Breathing space to re-architect our security programme,
so we can move away from having to manage the
disparate legacy technologies we have now

32%

Engaging and effective cyber education
and awareness programmes

29%

Everyone to just get out of the way and
let our team do what we need to do!
The ability to shift day-to-day security
operations to a reliable outsourced vendor,
whether that is MSS, cloud, or as-a-Service
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28%
22%

With effectiveness achieved,
it’s time to focus on simplicity
Most enterprises
think their security
strategies are
effective – but they
want a greater
focus on simplicity.
HOW WELL CURRENT SECURITY
PROGRAMME WORKS FOR ORGANISATION
3%
2%
26%

Over the last five years, enterprises have placed the most
emphasis on driving effectiveness (39%), with relevance
and simplicity taking less of a central role. For 60% of IT
decision makers, effectiveness is their number one current
focus. These figures are hardly surprising. Security failures
can result in a huge financial impact, loss of reputation,
and destruction of trust. Effectiveness isn’t aspirational:
it’s a necessary part of keeping the business running.
It’s therefore no surprise that over a quarter (26%) feel their
security works extremely well, with 69% confident that
their programmes function quite well. But increasingly,
enterprises are aiming higher. They don’t just want
effectiveness – they want simplicity.

#1 FOCUS FOR CURRENT AND IDEAL APPROACH
23%

Simplicity

32%
29%

Relevance

69%

24%
60%

Effectiveness

53%
#1 Current focus

Extremely well

Not very well

Quite well

Don’t know

When asked how they have weighted their cybersecurity
approach in the last five years, 23% was historically placed
on simplicity. However, when asked how much emphasis
businesses would place on different factors if they
could rebuild their programmes from scratch, 32% (a 9%
increase) would be put on simplicity, with less emphasis
on effectiveness. And Business First organisations
have already made this shift, placing a higher emphasis
on simplicity and relevance than their Protect First
counterparts – showing how this approach can help
businesses become more nuanced and proactive.

11

#1 Ideal focus

ENTERPRISE ATTITUDES TO CYBERSECURITY: TACKLING THE MODERN THREAT LANDSCAPE

Strategic recommendations:
cybersecurity needs an ‘inside-out’ approach
ABOUT THIS RESEARCH

To produce this research report,
Optiv worked with London-based
research agency, Loudhouse. Loudhouse
is an independent agency, which
specialises in technology and B2B
research for global brands.

It shouldn’t be the case that news of a major security breach
is the biggest motivator for a change to cybersecurity
strategy. But, as it stands, many organisations are
being held back by this sort of outside-in approach.
More proactivity is needed. Instead, IT decision makers
should take an ‘inside-out’ approach, with solutions that
simplify, streamline, and integrate security tools. Through
this research, we have identified the following core
recommendations to help enterprises achieve this:
OPTIMISE AND RATIONALISE

Simplifying and improving security health starts with a
deeper understanding of the business and the security
infrastructure already in place. By conducting an
in-depth assessment of current technologies and security
environments, organisations can align their approach to
business priorities and gain efficiencies by optimising and
rationalising resources, processes and technology.
BE PROGRAMMATIC

For many organisations, a lack of skilled resources and/
or budget are among the most prevalent issues security
teams are facing. A more programmatic approach can
leverage technology to shrink the attack surface and reduce
both costs and management burden on overloaded staff.
One example is effective Third-Party Risk Management
(TPRM). TPRM-as-a-Service can run vital components of
an enterprise cybersecurity program, freeing IT personnel
to focus on improving overall risk intelligence and other
higher impact activities.
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COMMUNICATE EFFECTIVENESS

Promoting a more in-depth understanding of the
security environment is the foundation for tackling
the issue of wider business buy-in. Facilitating effective
communication between security teams and the business
will promote a better understanding of what IT decision
makers are trying to achieve. The right partner can tap
into relevant executive experience to help security leaders
articulate a clear vision of how their programme maps to
the realities of their business.
THE BALANCED FUTURE OF CYBERSECURITY

Ultimately, instead of starting with threat, enterprises
need an inside-out approach, built from a core
understanding of their strategies, operational needs, and
risk profiles. From this, more balanced and proactive
security can be implemented. Business objectives – instead
of the threat landscape – can be used to drive strategy.
With this achieved, enterprises can enjoy simpler, more
aligned, and future-facing security solutions, fit for the
demands of the modern world.

Want to learn more?
Visit: optiv.com
HOW CAN WE HELP?

Let us know what you need, and we will have
an Optiv professional contact you shortly.

https://www.optiv.com/contact-us

FOLLOW US

Optiv Global Headquarters
1144 15th St, Suite 2900
Denver, CO 80202

Optiv is a market-leading provider of end-to-end cybersecurity solutions. We help clients plan, build and run successful
cybersecurity programs that achieve business objectives through our depth and breadth of cybersecurity offerings,
extensive capabilities and proven expertise in cybersecurity strategy, managed security services, incident response, risk
and compliance, security consulting, training and support, integration and architecture services, and security technology.
Optiv maintains premium partnerships with more than 350 of the leading security technology manufacturers. For more
information, visit www.optiv.com or follow us at www.twitter.com/optiv, www.facebook.com/optivinc
and www.linkedin.com/company/optiv-inc.
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