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Background

Blockchain’s fortunes mirror
those of its famous digital
cash use case: bitcoin.
After bitcoin hit its peak
in December 2017, it was
hard to ignore the hype
surrounding this supposed
transformational technology.
Bitcoin’s value has dropped
substantially since then, and
interest in blockchain seems
to be waning as the tech
world focuses on artificial
intelligence (AI), Internet of
Things (IoT) and self-driving
vehicles.
Barriers to adoption and
use — especially security
— are significant, yet
blockchain looks promising
for several applications.
This paper explains how
far blockchain has come
and describes key operating
challenges, security
considerations and best
practices for moving forward.
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Blockchain Background
Blockchain emerged from an electronic
cash exchange use case that evolved over
decades into a chain-of-blocks architecture
that combines encryption, digital signatures,
digital currencies, cryptographic hash
schemes and distributed communications
networks.
A blockchain keeps a record of data
exchanges that are validated, encrypted and
added as blocks, which are distributed across
a ledger accessible via a public or private
network. Users access the network using
cryptographic keys, which create a unique
identity and digital signature. Each computer
node in a blockchain retains a copy of the
ledger, eliminating any single point of failure.
Basic blockchain functions include
record-keeping and transactions, but the
software can be configured in many ways
to satisfy diverse use case requirements.
For storing information, blockchain offers
tamper-evident cryptographic records.
For transactional purposes, events are
triggered when the conditions of “smart
contracts” are met.

The Next
Big Thing?

The hype surrounding blockchain can be confusing, but
it hasn’t stopped enthusiasts from promoting this infant
technology despite false starts, technical hurdles and limited
outcomes. The concept of a secure, truly distributed,
contract-based system that is transparent and auditable is
an exciting, alluring new frontier. The long-term gain and
risk, however, are unclear.

Will blockchain still be the next big
thing? Perhaps. It’s probably safe to
say it will be a big thing.

Adoption is low
Forecasted growth rates vary. Gartner finds that of the CIOs who responded to
The 2018 Gartner CIO Survey:

1%

indicate any kind of
blockchain adoption1

8%

of CIOs are in short-term planning
and pilot execution1

77%

say their enterprise has no interest in
the technology and/or no action planned
to investigate or develop it1

Charts/graphics created by Optiv based on Gartner research. Source: Gartner, Inc., Blockchain Status 2018:
Market Adoption Reality, David Furlonger and Rajesh Kandaswamy, 27 March 2018

A World Economic Forum
survey predicts that by 2027,

10% of global GDP will
be stored on blockchain
technology.2
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Some proponents believe blockchain could
be the single enabler of a global digital
economy. Why? Because in theory it can
manage core aspects of society such as
currency, contracts, ownership, intellectual
property (IP) and identity.
Currently, the objectives of many blockchain
projects could be accomplished with less risk
using a traditional database, encryption and/
or segmentation. Yet plenty of blockchain
projects are underway. None are breakthrough, big-scale successes yet.
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Most Prominent
Use Case: Bitcoin

The most prominent use case is bitcoin, which will likely
continue to be a top driver. Nasdaq Linq is one of several
stock exchanges using or evaluating blockchain — a
profitable application based on a percentage of each
trade. Other use cases include:

Identification
(Uport)

Smart
insurance
policy
(AIG)

Healthcare
data
(MedRec)

Real estate
(Propy)

Energy and
border control
(essential.one)

National security
(Department
of Homeland
Security)

Enterprise cloudbased service
(Ethereum’s
blockchain and
Microsoft Azure)

Ticketing
(GUTS)

Potential applications

Adoption

Supply chain and distribution are potential
high-growth segments because blockchain
can enable organizations to know the status
of every component in every product —
and provide a guaranteed look into the
sources of components and validate their
route to market. Financial services —
payments in particular — seem to be an
obvious application, yet they are limited by
the lack of scalability that’s essential to
support high transaction throughput rates.
Bitcoin’s rate is 7,000 transactions per second
compared to Visa’s 27,000.

Some experts compare blockchain adoption
to cloud adoption, but blockchain doesn’t
have the same momentum. Blockchain
applications so far are specific to individual
industries. As large organizations move to
the cloud and take advantage of elastic
computing power, however, they will have
hardware that can be dedicated to blockchain
computing. This may ease adoption for
some companies.

Identity applications also look promising,
given that immutability is a core competency
of blockchain. Uport’s solution gives this
sector a boost because it meets European
Union (EU) data privacy requirements.

6

7

Expected benefits of successful
projects include increasing sales,
improving transparency and
enhancing customer experience.
Additionally, organizations may be able
to reduce costs of doing business because
they can use blockchain’s overarching
platform and lower their own infrastructure
requirements — in part due to the distributed
nature of blockchain, which shifts labor and
transaction processing to other locations.

Traditional
Business Model
Disruption
The most important question
to ask before moving
forward with blockchain is,
“Does it provide a business
advantage?” It’s not an easy
question to answer, given
the lack of clarity related to
capital investment, resource
allocation, time to market,
competitive considerations,
IT/network infrastructure,
security and technology
considerations.

If an organization cannot identify a financial
benefit or some form of return on investment
to justify the investment and disruption,
the use case needs a hard look. The step of
decentralizing transactions is one of many
actions that can cause a massive ripple
effect on IT, employees, vendors, suppliers
or customers. Extra care needs to be taken
to make sure there’s no easier way to
accomplish the objective — especially given
the difficulties and potential negative
press associated with splitting or fixing a
blockchain should a bug create a vulnerability.
Every blockchain application involves
software code, thereby shining a new
spotlight on the software development
lifecycle. Many organizations struggle to
balance DevOps and SecOps for traditional
applications, but blockchain is different.
It bridges both disciplines and requires a
substantial commitment of skills and
resources in any build scenario: in-house,
outsourcing or bringing in contractors.

8

Be sure to sort through key technical and operating challenges during the
strategy and planning phase:
Public and private blockchain choices,
which involve decisions about access control,
privacy, security and computing power.

Vendor lock-in. Proprietary back-ends usually
are black boxes with limited usability.

Lack of standards for governance, legal, taxes,
accounting and regulations.

Lack of standardization related to interoperability,
protocols and definitions. The more proprietary
the system, the more difficult it is to prove security,
for example, and to make decisions about the
format and interpretation of documents that
must be machine readable.

Lack of workers who are skilled in blockchain
technologies, although there may be some relief
ahead. LinkedIn reports that blockchain developer
was the fastest growing job sector in 2018.3

Inherent complexities of blockchain, which
requires expertise in areas such as security, law,
process, integration and financial exchange.

Expect the financial commitment to be business-case specific and like other IT
projects that involve system oversight, data management, data protection and data
privacy. Adoption is not yet broad enough to offer reliable insights into investment
norms or trends.
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Security
Hyper-Vigilance
Recommended

Trust is a central concept of
blockchain, but blockchain
is not secure by default. All
components of blockchain
technology as well as the
“to” and “from” routes must
be secured. This calls for an
understanding of potential
weak links in the blockchain
and the application of a
tailored security strategy
from the beginning of
every project.

The security solution should encompass
the software, hardware and network of the
blockchain system; the software development
lifecycle (SDLC); user activity; and identity
management and authentication via
passwords and PKI credentials. A “breakglass” system can address the potential
problem of lost access to information or
assets in the blockchain due to someone not
sharing credentials. The system, which holds
all keys to private accounts, is internally
hosted and accessible only through multiple
security gates.
The distributed nature of blockchain can
make it difficult to prove where data is located
and prove it is protected — progress on this
front may be a tipping point for adoption and
widespread use. Blockchain models with lots
of proprietary components increase the
challenge. Early adopters of blockchain are
best served by complying with the strictest
standards, like the General Data Protection
Regulation (GDPR), instead of relying on local
guidelines.
Regardless, organizations should know which
regulations are relevant to their operations.
If all regulations apply, what does compliance
look like? Additionally, risk management
plays a large role in blockchain, particularly
related to unauthorized disclosures and lack
of compliance.
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Best Practices for
Moving Forward
Moving forward with blockchain involves many
“ifs,” complicating preparation and planning.
Parsing the hype to find the reality is not easy.
It is unclear whether blockchain is a fundamental
shift or one of many technical solutions at
the disposal of organizations pursuing digital
transformation and competitive advantage.
Be sure to define use cases that articulate benefits and value clearly.
This is critical given the number of technologies involved, the
challenges of decentralizing certain business activities, the level
of trust required and potential costs. Other best practice
recommendations include:

Develop blockchain software, either internally or using
vendor products, using well-defined processes for:
• Evaluating architectures
• Testing and validating vendor claims
• Managing the SDLC with security as a top priority

Build in security using a multilayered
approach that leverages as many current
security assets as possible.

Examine, test and pilot
blockchain projects exhaustively
prior to launch.
Maximize protection and
minimize risk with ongoing
vulnerability assessments.

Designate a top-level manager or executive
who can closely manage and monitor blockchain initiatives and their funding, progress
and outcomes.
Scrutinize the technologies involved in a
blockchain solution and conduct scenario-based
planning based on a dynamic architecture that
may be completely different in a few years.
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Blockchain presents unique challenges related
to integration and interoperability, which are
core requirements of all digital transformation
efforts. A standardized, consistent approach is
always the recommended course.
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The Blockchain
Security Model

“Blockchain has great implications
for security in many ways. While it
is promising for areas including
decentralized identity, it needs to
be looked at holistically through a
security lens to ensure its protected.”

Business Problem Definition and Contracts

Consortia Management — Decentralized Trust Models
Public/Private

Business Logic
Layers

Business Logic and Execution/Resiliency

Greg Baker
Global VP/GM, Cyber Digital Transformation
Optiv

Risk Management and Compliance

Risk and IAM
Process Layers

IAM and Cryptographic Architecture

Threat/Network/Node Management

Technology/
IT Layers

Physical Layer Management

Source: Gartner, Evaluating the Security Risks to Blockchain Ecosystems, Mark Horvath et al., 21 March 2018
1. Gartner, Blockchain Status 2018: Market Adoption Reality, David Furlonger and Rajesh Kandaswamy, March 27 2018
2. Deep Shift: Technology tipping points and societal impact, World Economic Forum, September 2015, weforum.org
3. https://business.linkedin.com/talent-solutions/blog/trends-and-research/2018/linkedin-emerging-jobs-report-2018
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To start preparing for Blockchain and
other enablers of digital transformation,
visit www.optiv.com/CDX

Optiv Global Headquarters
1144 15th Street, Suite 2900
Denver, CO 80202
800.574.0896 | optiv.com

Optiv is a market-leading provider of end-to-end cybersecurity solutions. We help clients plan, build and run successful
cybersecurity programs that achieve business objectives through our depth and breadth of cybersecurity offerings,
extensive capabilities and proven expertise in cybersecurity strategy, managed security services, incident response, risk
and compliance, security consulting, training and support, integration and architecture services, and security technology.
Optiv maintains premium partnerships with more than 350 of the leading security technology manufacturers. For more
information, visit www.optiv.com or follow us at www.twitter.com/optiv, www.facebook.com/optivinc
and www.linkedin.com/company/optiv-inc.
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