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Intro to
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When considering a Cybersecurity Incident
Response Plan (CSIRP), breaking the steps into
BUILDING
BUILDING YOUR
A PLAN
PL AN

smaller elements can reduce the overwhelming
feeling of developing a comprehensive strategy.
It’s important to consider the CSIRP as part of
your larger security program and continually
assess how it interacts with the other components
of that program.
In this Field Guide, we’ll discuss how to develop,

TESTING YOUR
YOUR PL
PLAN
AN

test and continually improve your CSIRP from
both a proactive and reactive perspective. We’ll
provide actionable recommendations to help you
build confidence in your response plan and recover
quickly from an attack.

ADAPTING YOUR
ADAPTING
YOUR PL
PLAN
AN
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Incident Response
Expect the Unexpected
Cybersecurity threats come in many varieties:

INTRO
INTRO TO THREATS
THREATS
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The CSIRP should establish an appropriate and effective process for
different types of breaches. While minor breaches could be left to
the discretion of the CSIRP manager, other breaches may require a
BUILDING YOUR PL AN

collaboration of the entire CSIRP team.

Criminals

Nation States

Ransomware

1. Assess
Gain insight into what may have occurred and identify steps to limit
damage and protect your business.
2. Collect
Collect evidence and the digital fingerprints of the attack to support
an investigation or potential legal action.

Malware

Phishing

3. Analyze
TESTING YOUR PL AN

Malicious
Insiders

Determine the attack vector, establish a timeline for activity, track
and identify which lateral movement and determine the extent of
the compromise.
4. Investigate
Track and document all of your findings. Provide a report that
addresses the needs of your stakeholders, including senior and

Botnet
Creation

Injection

Denial-ofService Attack

and the list goes on and on.

executive level management, your security team, regulators
and litigators.
5. Remediate

But just because there are a lot of moving parts to cybersecurity, doesn’t
mean you can’t be prepared to respond to a data breach or other security
incident. If you’ve done your job correctly, you will never ask “now what?”

ADAPTING YOUR PL AN

Develop action plans to reduce your attack surface and improve your
resiliency in the future. Consider consulting with external experts
for recommendations on additional layers of monitoring and defense
for your systems.

when such an incident occurs, because you’ll already have a cybersecurity
incident response plan (CSIRP) in place that prescribes exactly what
you need to do.
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Cybersecurity vs. Physical Security
The good news is, it is possible to put together a comprehensive and

try to catch ‘the bad guy.’ However, in the case of cyber attacks, the

tested plan to effectively respond to cyber attacks. You don’t have to be

attacker is usually beyond your jurisdiction so it’s rarely a productive use

a technical person to do this, but you must be able to develop a team to

of time to hunt them down….unless it’s an insider. Much like in a physical

manage the response. Some key members of this team would be from IT,

security, your first priority in a cybersecurity attack should be your

Operations and Executive-Level stakeholders.

people! The privacy and safety of the data belonging to your clients and
your employees is extremely important and it’s imperative that your team
understands this. Your company must focus on mitigating the damage
that has been done.

BUILDING YOUR PL AN

With physical security, the first priority is personal safety, then usually
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So, the question everyone needs to ask themselves is not “now what?”; it’s
“how do I plan for this?” So, let’s take a look at how to create an effective
cybersecurity IR plan.

TESTING YOUR PL AN
ADAPTING YOUR PL AN
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Building an Effective
Cybersecurity Incident
Response Plan (CSIRP)
Creating a Cybersecurity Incident and Response
Plan (CSIRP) goes through a process similar to
however the CSIRP has more focus on specific risks.

TESTING YOUR
YOUR PL
PLAN
AN

creating a Continuity or Disaster Recovery Plan,

ADAPTING YOUR
ADAPTING
YOUR PL
PLAN
AN
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IR Plan Best Practices
The first step to building an effective cybersecurity IR plan is to adopt
an industry-standard IR framework, such as NIST 800-61. This sets the
foundation for your plan and dramatically reduces the dreaded “trial
and error” that inevitably comes with “do-it-yourself” approaches.

Detection and Analysis
Detecting an attack is the first step in any IR plan.
Analyzing where the attack came from (internal or
external source) and what systems it touched are
BUILDING
BUILDING YOUR
A PLAN
PL AN

important for remediation efforts. This can also be

NIST 800-61 Framework

considered Recognize. Time is critical; hesitation is
damaging. You must identify the problem. Identifying
the source of the incident is essential to minimizing
the damage the incident could cause. Access to the
networks and monitor logs will be critical as this is

Preparation

Detection and
Analysis

Containment,
Eradication and
Recovery

where signs of a breach will likely turn up.
Post-Incident
Follow-Up

built. Given its importance, let’s take a deeper look at this critical stage.

Preparation
Have a CSIRP with detailed tasks in place so you’re
ready for action should an incident occur. The plan
should define procedure as well as the cross-functional

TESTING YOUR PL AN

The preparation phase is the foundation on which the following phases are

90%

of businesses suffered some
sort of computer hack over
the last 12 months.
ADAPTING YOUR PL AN

team required for effective incident response (IR).
It’s the same as having a physical security IR plan
– if someone breaks into the office, there should be
a prescribed set of steps to take. Let’s take a deeper
look into what we like to call the three R’s.

8
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Containment, Eradication and Recovery

Post-Incident Follow-Up

Containment is about preventing the attacker from

Reviewing how well the organization executed on its IR

moving within the network or exfiltrating data, while the
goal of eradication is removing them from the network.
Once the attacker is removed, recovery can begin –
patching vulnerabilities exploited by the attacker,

INTRO TO THREATS

Optiv

plan and applying those “lessons learned” so response can
continuously improve. This is known as the Recover. The
company now must repair the damage. The first priority
goes toward fixing the problems that led to that incident.
BUILDING
BUILDING YOUR
A PLAN
PL AN

following steps to meet regulatory compliance, etc.
This is also be considered React. You must stop the
incident. A company’s response to unauthorized
access should cut off the access point and stop the
intruder as well as preserve the environment that
has been compromised.

TESTING YOUR PL AN
ADAPTING YOUR PL AN
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Cross-Functional Preparation
Accounting for Non-Technical Aspects
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Building the Plan
If your expertise lies more in physical
BUILDING
BUILDING YOUR
A PLAN
PL AN

security than cybersecurity, fear not.
You can always get help, either from
internal technical personnel, or the
plethora of outside cybersecurity
consultants roaming the world today
(ranging from solo practitioners
to global consulting firms). These
outsourced professionals can be put
on an IR retainer, where they can help
with everything from the preparation
phase to post-incident follow-up.

TESTING YOUR PL AN

At a high level, there are a lot of nontechnical aspects to a CSIRP that are
similar to a physical security plan.
For example, you need to choose
someone to lead IR, assemble a crossfunctional team, do periodic practice
runs so people will know exactly
what to do if something actually does
happen, etc. The cross-functional team
typically involves representatives
from areas of the company that

ADAPTING YOUR PL AN

are responsible for the different
activities required by the response.

12

13

Cybersecurity Field Guide #2

How to Survive an Attack

Cross-Functional Preparation
Stakeholders and Roles

Corporate Communications Professionals

Ransomware and breaches have become board-level issues, so

Cybersecurity incidents create all sorts of internal and

there should be executive representatives on the team that can

external communications challenges. If the company has to

report directly to the CEO and the board.

disclose the breach to comply with regulations, it could wind

Technical Leads
These are people responsible for different parts of the company
computing infrastructure – security, network, infrastructure,
etc. They gather computer logs and evidence to support the
investigation (it is common to utilize third-party experts in the
forensics efforts).

Legal
Cyber incidents often have liability issues attached to them.
particular incident might open the company to legal exposure,

information has been compromised, they will need to be
instructed on measures they should take to protect themselves.
And, if it’s something catastrophic, like a ransomware attack,
employees will need to understand how to continue performing
their work while the situation is addressed.

Risk Management Leaders
If your organization has a chief risk officer, a chief compliance
officer, or similar role, that person should also be involved in the
TESTING YOUR PL AN

Legal counsel should be part of the IR team to evaluate how a

up being reported in the media. Likewise, if employee personal

IR team.

and provide counsel on how to mitigate that exposure.

HR
Insiders are a major source of cyber risk, and if an employee

Finance

This sets the framework for CSIRP. From there, the

so a legal and effective strategy can be developed to address the
employee issue. Likewise, a cyber incident might be the result of
a lack of employee training around cyber-safe behavior, so HR
should also be directly involved in designing training programs

14

Responding to a breach may require hiring outside experts

team should work together to develop response plans

or acquiring new technology very quickly. Having corporate

for the different types of likely incidents: data breaches,

finance on the cross-functional team can streamline the process

ransomware attacks, denial of service attacks, insider

of getting the right skills and equipment, as quickly as possible.

data theft, etc.

ADAPTING YOUR PL AN

that reduce the likelihood of a future incident.

Once the team is established,
it is important to define the
role of each member as well as
communications protocols.

causes a cyber incident, HR needs to be involved from the start,

BUILDING
BUILDING YOUR
A PLAN
PL AN

CISO, CIO or Both
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03
Testing Your CSIRP Plan
You may have provided your employees all the
manuals, documentation, and information they
will need in the event of an incident, however,
there is no substitute for actual practice. Testing
real-world simulations on your team is the best

ADAPTING YOUR
ADAPTING
YOUR PL
PLAN
AN

way to know if your plan is accomplishing
everything you need it to.
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Testing Your IR Plan
Creating a plan is an important first step, but testing that plan is equally

Take it to the Next Level

important. Failure to effectively execute on a plan is often just as bad as

It’s an excellent idea to practice computer forensics processes because

having no plan at all.

they help determine how the attack occurred, what type of attacker it

said they do not practice their IR plans at least once per year. Another 19
percent said they practice once per year.
Given the complexity of responding to a cyber incident, this level of
practice is insufficient.

was, what damage they did and whether or not they are still on the
company network.
A good way to practice forensics is to randomly choose a system and have
the appropriate person conduct forensics on it. Capturing disk images and
searching log files can take hours, so practicing will ensure forensics are
conducted as efficiently as possible if an actual attack occurs.

Given the pace of change in business, IR plans should be practiced and

BUILDING YOUR PL AN

According to the Optiv “State of the CISO” report, 36 percent of CISOs

INTRO TO THREATS

Optiv

updated at least twice each year. When it comes time to execute on the plan
for a real event, you don’t want to suddenly discover that members of the
original IR team are no longer with the company, their contact information
has changed, or new lines of business have started that are not accounted
for in the plan.
TESTING YOUR
YOUR PL
PLAN
AN

Testing often takes the form of tabletop exercises, where members of the
cross functional IR team spend half a day or more playing “war games”
based on a variety of different scenarios. These exercises help team
members internalize their responsibilities during a cybersecurity incident,
and what steps they need to take based on different scenarios.

ADAPTING YOUR PL AN

IR plans should be practiced and
updated at least twice each year.
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Technical IR Simulations
Regular Exercises

INTRO TO THREATS

Optiv

IR Simulations
Just like disaster recovery, it’s imperative to hold regular IR
Simulation exercises. Don’t just settle for table-top reviews! Don’t just
BUILDING YOUR PL AN

talk about it but pull log data or make copies of hard drives to keep
your skills sharp.
It helps set realistic time frames for how long it takes to perform these
actions. This is also a good time to make sure that events are being
logged and that the log files are being protected

IR testing is similar to practicing free throws in basketball. Even though
the free throw only counts for 1 point, basketball players will shoot
hundreds of them a week in practice to ensure they are ready in the
pressure-packed game scenario. So why don’t enterprises spend more time
TESTING YOUR
YOUR PL
PLAN
AN

practicing something as critical as responding to an incident that could
potentially cost them millions of dollars?
There are many similarities to physical security and incident response.
You can re-use procedures and other support capabilities like:
• Have an incident response
SharePoint site
• Pre-configure war-room
conference bridges
• Re-use templates

• Leverage expertise
• Let an experienced project
manager or executive
administrator help with
coordinating meetings or
taking detailed notes

ADAPTING YOUR PL AN

One of the biggest mistakes we see
is a CISO who thinks they need to
personally handle every aspect of
the CSIRP.
20
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Technical IR Simulations Leveraging a
Variety of Skillsets and Stakeholders
While the high-level procedure will be the same, you will need to

You need to include cloud providers in your IR exercises. Do you have

leverage different skill sets depending on the nature of the technology

access to all the log data, or will you need support from the provider’s

impacted by the incident (network, Windows, etc).

IT administrators? What is written in the contract and what can you

1

2

relationship with the provider?
Remember, digital evidence is not just on the local system but may be
spread across network shares and even externally in cloud environments.

BUILDING YOUR PL AN

get above and beyond because you established a solid, personal working

INTRO TO THREATS
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Periodically conduct random forensics on key
infrastructure systems like the VPN concentrator, Active
Directory or email server and other systems important to
IR, like the system timeclocks.
Technical = shut it down,

and non-technical aspects into

contain, eradicate.

TESTING YOUR
YOUR PL
PLAN
AN

Incorporate both technical
the exercises.

3

4
Evaluate insurance needs and what
is necessary for claims. Do you know
what is and is not covered and what
are the rules for submitting claims?

Expand tests to include external

incident management.

partners like your insurance
provider or legal counsel.

ADAPTING YOUR PL AN

Non-technical = communication,

Leverage outside experts to assist –
having an IR retainer can help.
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Establish End-Goal

Communication and Stakeholders
Accounting for Your Full Environment
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Intel on the threat agent can provide insight into
their motivations and techniques.

Do you want to try and prosecute
later if the attacker is apprehended?

Be prepared to handle encryption. The attacker
may be using it to hide their activities.

You must understand your full environment:
network layout and diagrams, data flows, types
of hardware and software, third-party locations

TESTING YOUR
YOUR PL
PLAN
AN

B

OR

and T&Cs.
Assume attackers have an alternative way to
get inside besides the first perimeter hole you

Do you just want to stop the attack
and get back up and running?

found. It’s common to establish other channels
into the environment, so keep looking after that
first avenue.

Think about alternative communication channels
in case they have access to your internal email.

You may be faced with the decision to
shut off access or let them continue
with the attack and monitor.
24
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They may be monitoring your response efforts.

Know which routine IT activities need to be
suspended so you don’t negatively impact the
investigation: things like archiving, backups, log
rotations, and data deletions.
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04
Adapting Your
CSIRP Plan
This is where the rubber hits the road. You must
make it clear who is accountable for detecting

ADAPTING YOUR PL AN

incidents and who is responsible for escalating
and resolving incidents. A CSIRP should never
been finalized, it needs to continually evolve to
properly support your changing environment
and attack surface.
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Implementing Lessons Learned
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Survey the damage and limit
any additional damage.
BUILDING YOUR PL AN

1

Gather as much detail
as you can by saving
computers or hard drives,
copy data and logs from
remote locations to a

3

secure lab environment

Alert your team that
they may need to
change passwords

28

Above all else,
take good notes.

Isolate networks,

ADAPTING YOUR
ADAPTING
YOUR PL
PLAN
AN
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4

systems and accounts
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Ongoing Updates
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But in cases where things are not that clear, many business and
technical questions can arise.

BUILDING YOUR PL AN

Questions That May Arise

If you’re hit with

If an intruder is still

Or, if it’s an insider

for monitoring and data processing.

ransomware, do

on the network, do

attack, should you

you call the police?

you take emergency

let the attacker

action and shut

continue so you can

down your internet

catch him in the act?

TESTING YOUR PL AN

In some cases, you may need to deploy additional technology

connection to stop
data from leaving
the company?

Questions like these will invariably come up – and in many cases, you
may face questions you haven’t considered before. But, if you have a
rehearsed plan in place and your IR team is executing properly, you
will have more time and resources to dedicate to finding the best
ADAPTING YOUR
ADAPTING
YOUR PL
PLAN
AN

Some measures during IR are
prescribed. For example, if
your company is regulated and
required to report a breach
within 72 hours, that directive
is pretty straightforward

answer, rather than being distracted by endless firefights because you
were not prepared for the incident. To put it another way, you won’t
have to devote any resources to figuring out “now what?” – and instead
you can focus on the most important issues leading to the company’s
recovery to normal.

30

31

Cybersecurity Field Guide #2

Additional Support and
Shared Responsibilities

Conclusion

In many companies, IR is an “all hands on deck” type of effort but you

An effective Cybersecurity Incident Response Plan

still need to do your best to keep the rest of the infrastructure up

will guide an organization’s management of a potential

and running so the business can continue to function. Unfortunately,
people assigned to critical projects or working escalated problems.

data breach in a way that supports rapid and thoughtful
actions. Companies with a well-defined CSIRP can
maintain confidence, even in trying times, that
operations can be restored to normal.
By considering how to break down your CSIRP into

BUILDING YOUR PL AN

the people best skilled to respond to the incident are often the same
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various components, you will be able to easily compose
a comprehensive strategy to cover a wide range of
possible incidents. Mishandling the breach due to
TESTING YOUR PL AN

inadequate planning and failing to undertake advance
planning can make a bad situation even worse. By
following the strategies outlined in this Field Guide,

Look for ways to temporarily off-load
common support tasks to others
even supplemental labor while
working the incident.

even the most inexperienced companies can feel
prepared to recover from an attack.

ADAPTING YOUR
ADAPTING
YOUR PL
PLAN
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Be prepared to get more help/attention than you want from executive
management. People in leadership positions don’t like to feel like
they are not in control of a situation. It is impossible to anticipate
the stress and pressures that come with incident response.
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Blog

Streamlining Incident Response with
Microsoft Defender ATP
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e-Book

Effective Incident Response

Blog

Three Key Ways To Improve Your
Incident Response
Video Demo
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Aligning Defender ATP Alerts to
MITRE ATT&CK
e-Book

Defending Against the Attacker vs.
the Auditor
Technical Blog

Optiv’s REST API “Goat”
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Blog

Energy Sector Critical Infrastructure:
The Enemy Perspective
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Want to
learn more?
Visit www.optiv.com/contact-us

Secure your security.™
Optiv is a security solutions integrator – a
“one-stop” trusted partner with a singular
focus on cybersecurity. Our end-toend cybersecurity capabilities span risk
management and transformation, cyber digital
transformation, threat management, cyber
operations, identity and data management,
and integration and innovation, helping
organizations realize stronger, simpler and
more cost-efficient cybersecurity programs
that support business requirements and
outcomes. At Optiv, we are leading a
completely new approach to cybersecurity
that enables clients to innovate their
consumption models, integrate infrastructure
and technology to maximize value, achieve
measurable outcomes, and realize complete
solutions and business alignment. For more
information about Optiv, please visit us at
www.optiv.com.
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